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[bookmark: _Toc270328201]

[bookmark: _Toc204856932]Purpose, scope and users	Comment by Paul Delahunty: The content in each of the sections is intended as examples of likely content. Each organisation should tailor to their own needs.
The purpose of this document is to define the requirements for creating, using, and managing passwords to protect the confidentiality, integrity, and availability of the organisation’s systems and data. It aims to reduce the risk of unauthorised access due to weak or compromised passwords.
This document is applied to all all employees, contractors, vendors, and third parties with access to organisational systems and data, and to all enterprise assets and services, including cloud platforms, SaaS systems, on-premises infrastructure, and development environments.
Users of this document are all employees and hiring managers of [Organisation Name].
[bookmark: _Toc54971638][bookmark: _Toc54971729][bookmark: _Toc270328202][bookmark: _Toc204856933]Reference documents
· Acceptable Use Policy
· Employee Handbook

[bookmark: _Toc54971640][bookmark: _Toc54971731][bookmark: _Toc204856934]Policy Requirements
[bookmark: _Toc54971643][bookmark: _Toc54971734][bookmark: _Toc204856935]Password Creation
NOTE: The longer a password the harder it is to break. Therefore, passPHRASES are strongly encouraged.
The following is required:
· Length:
· Passwords must be at least 14 characters in length.
· Complexity:
· Passphrases are strongly encouraged (e.g. a sequence of random words or a meaningful but hard-to-guess phrase/sentence).
· Avoid common passwords:
· Passwords must not contain easily guessed terms such as "password123", company name, or personal information (e.g., birthday).
· Uniqueness:
· Each system/account must have a unique password. Password reuse across systems is not permitted.
· Prohibited content:
· Avoid passwords based on dictionary words, keyboard patterns (e.g., qwerty), or predictable sequences.

[bookmark: _Toc54971674][bookmark: _Toc54971765][bookmark: _Toc54971675][bookmark: _Toc54971766][bookmark: _Toc54971676][bookmark: _Toc54971767][bookmark: _Toc54971677][bookmark: _Toc54971768][bookmark: _Toc54971678][bookmark: _Toc54971769][bookmark: _Toc54971679][bookmark: _Toc54971770][bookmark: _Toc270328229][bookmark: _Toc204856936]Password Protection
· Passwords must not be written down or stored in plain text.
· Passwords must not be shared with colleagues or third parties.
· Multi-factor authentication (MFA) must be enabled wherever supported, especially for remote access and sensitive systems.
· Use of password managers is encouraged, provided they are approved by IT and meet security standards (e.g., encrypted vault, strong master password, MFA-enabled).

[bookmark: _Toc204856937]Changing Passwords
· Passwords are not required to be changed on a regular schedule unless there is evidence of compromise.
· Users must change their password immediately if they suspect it has been disclosed, reused, or compromised in any way.
· IT will notify users if a password appears in a known breach database or audit log.

[bookmark: _Toc204856938]Account Lockout and Authentication Controls
· Accounts will be locked temporarily after a defined number of failed login attempts to prevent brute-force attacks.
· Systems must implement session timeouts or automatic logouts after periods of inactivity, especially for privileged accounts or sensitive applications.
· Default passwords for systems or applications must be changed before deployment.

[bookmark: _Toc204856939]Privileged Accounts
· Administrative and privileged accounts must have stronger authentication controls, such as longer passphrases and mandatory MFA.
· These accounts must not be used for general day-to-day tasks such as email or web browsing.

[bookmark: _Toc204856940]Password Storage and Transmission
· Passwords must be stored using strong, salted, one-way hashing algorithms.
· Passwords must never be transmitted in clear text (e.g., over HTTP, email, or chat).
· Applications developed or procured by the organisation must follow secure password handling practices.

[bookmark: _Toc204856941]Enforcement
Violations of this policy may result in disciplinary action, up to and including termination of access or employment. Repeated or intentional breaches may be referred for further investigation.
[bookmark: _Toc204856942]Roles and Responsibilities
Users are responsible for choosing strong passwords, keeping them secure, and reporting any suspected compromise.
IT/Security Teams are responsible for enforcing technical controls, monitoring for password-related incidents, and supporting users with secure password practices.

[bookmark: _Toc204856943]Validity and document management
This document is valid as of 01/05/2023
The owner of this document is the [Job Title], who must check and, if necessary, update the document at least annually, or when significant changes to technology or threat landscape occur.
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