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[bookmark: _Toc270328201]

[bookmark: _Toc208843642]Purpose, scope and users	Comment by Paul Delahunty: The content in each of the sections is intended as examples of likely content. Each organisation should tailor to their own needs.
The purpose of this document is to define the procedures for managing user access to information systems and assets during the onboarding (Joiners), internal movement (Movers), and offboarding (Leavers) of users. This ensures that access is granted and removed appropriately to minimise security risks
This document is applied to all all employees, contractors, vendors, and third parties with access to organisational systems and data, and to all enterprise assets and services, including cloud platforms, SaaS systems, on-premises infrastructure, and development environments.
Users of this document are all employees and hiring managers of [Organisation Name].
[bookmark: _Toc54971638][bookmark: _Toc54971729][bookmark: _Toc270328202][bookmark: _Toc208843643]Reference documents
· Acceptable Use Policy
· Service Provider Management Policy
· Employee Handbook

[bookmark: _Toc54971640][bookmark: _Toc54971731][bookmark: _Toc208843644]JML Policy
[bookmark: _Toc54971643][bookmark: _Toc54971734][bookmark: _Toc208843645]Joiners (New Hires)
The objective here is to ensure secure, role-based access is provisioned on the user’s start date and that all access is approved, documented, and reviewed.
The following is required:
· HR notifies IT and Security of new hires at least 5 business days before the start date
· Access is granted based on the principle of least privilege, and tied to a defined role
· All new users must:
· Sign an Acceptable Use Policy
· Complete Security Awareness Training
· Have their accounts configured with multi-factor authentication (MFA)
· Access provisioning is logged and subject to audit

[bookmark: _Toc54971674][bookmark: _Toc54971765][bookmark: _Toc54971675][bookmark: _Toc54971766][bookmark: _Toc54971676][bookmark: _Toc54971767][bookmark: _Toc54971677][bookmark: _Toc54971768][bookmark: _Toc54971678][bookmark: _Toc54971769][bookmark: _Toc54971679][bookmark: _Toc54971770][bookmark: _Toc270328229][bookmark: _Toc208843646]Movers (Role or Department Changes)
The objective here is to ensure that access is modified to match the user’s new responsibilities, and access no longer required is revoked promptly.
The following is required:
· Managers must inform IT and Security of role changes immediately
· Role changes trigger an access review:
· Remove any access not required in the new role
· Add only access explicitly approved for the new role
· Movement across departments requires reassessment of:
· Data access levels
· Group memberships
· Software licenses
· All access modifications are logged

[bookmark: _Toc208843647]Leavers (Departures or Termination)
The objective here is to ensure that access to systems, data, and premises is revoked immediately upon termination to prevent unauthorised access.
The following is required:
· HR must notify [Job Title] at least 1 business day prior to the departure date
· On the termination date:
· All access credentials (user accounts, VPN, email, cloud services, source code repositories) must be disabled or deleted
· Physical access (badges, devices, keys) must be revoked or returned
· If immediate termination is required, disablement must occur prior to or during termination meeting
· Departing users are reminded of their ongoing confidentiality obligations
· All actions are logged and reviewed

[bookmark: _Toc208843648]Monitoring & Compliance
JML processes are subject to quarterly audits to ensure the process is being followed and is effective. Violations of this policy may result in disciplinary action, up to and including termination or legal action.
Metrics such as access removal time and access provisioning accuracy will be tracked and reviewed by [Job Title].
[bookmark: _Toc208843649]Exceptions
Any exceptions to this policy must be approved by the [Job Title] and documented with a defined risk mitigation plan.

[bookmark: _Toc208843650]Validity and document management
This document is valid as of 01/05/2023
The owner of this document is the [Job Title], who must check and, if necessary, update the document at least quarterly.
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