	[Organisation Name] 

	[Confidentiality Level]
	







[Organisation Logo]
[Organisation Name] 




BUSINESS CONTINUITY POLICY

	Version:
	[Version Number]

	Date of version:
	[Date]

	Created by:
	[Name]

	Approved by:
	[Name]

	Confidentiality level:
	[Confidentiality Level]





Change history
	Date
	Version
	Created by
	Description of change

	18/04/2023
	0.1
	Joe Bloggs
	Initial Release

	01/05/2023
	0.2
	Jane Smith
	Managing records updated

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

















Table of Contents
1.	Purpose, scope and users	5
2.	Definitions	5
3.	Policy Statements	5
4.	Governance and Roles	6
4.1.	Ownership and accountability	6
4.2.	Business Continuity Team (BCT)	6
4.3.	Authority to declare a BC Incident	6
5.	Risk Assessment and Business Impact Analysis (BIA)	6
5.1.	Risk assessment	6
5.2.	Business Impact Analysis	7
6.	Critical Services and Recovery Targets	7
7.	Continuity Strategies	7
7.1.	People and staffing	7
7.2.	Premises and facilities	7
7.3.	Technology and data	8
7.4.	Communications	8
7.5.	Third-party and supplier resilience	8
8.	Incident Response Integration	8
8.1.	Relationship to cyber incident response	8
8.2.	Initial triage (first 60 minutes)	8
8.3.	Evidence, privilege, and confidentiality	9
9.	Client Service and Legal Priority Management	9
9.1.	Priority matters	9
9.2.	Manual workarounds	9
10.	Financial Controls and Client Account Continuity	9
11.	Data Protection and Regulatory Considerations	9
12.	Training, Awareness, and Testing	10
12.1.	Training	10
12.2.	Exercising and testing	10
13.	Documentation and Records	10
14.	Review and Continuous Improvement	10
Appendices (Templates)	11
A.	Appendix A — Critical Services Register (Template)	11
B.	Appendix B — Emergency Contacts and Call Tree (Template)	11
C.	Appendix C — IT Disaster Recovery Summary (Template)	11
D.	Appendix D — Supplier and Outsourcing Register (Template)	12
E.	Appendix E — Communications Templates	12
i.	Internal Message (staff)	12
ii.	Client Holding Message	12
iii.	Bank Details / Payment Verification Message (Internal)	12
F.	Appendix F — Incident Log (Template)	13
G.	Appendix G — Return to Normal Operations Checklist	13
15.	Validity and Document Management	14

[bookmark: _Toc269650974][bookmark: _Toc217048518]
Purpose, scope and users
This Policy sets out how [Organisation Name] will maintain or restore critical legal services during and after a disruptive event (a “BC Incident”). It supports:
· protection of clients, staff, and third parties
· continuity of critical legal and support services
· compliance with professional duties (including confidentiality and privilege)
· compliance with applicable data protection and regulatory obligations
· reduction of financial loss and reputational harm
This Policy applies to:
· all partners, employees, consultants, contractors, interns, and temporary staff
· all offices and practice locations (including remote working)
· all systems, networks, devices, cloud services, and third-party providers used for Firm work
· all practice areas and business functions (legal services and back-office operations)
Users of this document are all employees of [Organisation Name], as well as all abovementioned persons.
[bookmark: _Toc55567799][bookmark: _Toc217048519]Definitions
	Term
	Definition

	BCP / Business Continuity Plan
	Documented arrangements to continue operations during disruption.

	DR / Disaster Recovery
	Restoration of IT services and systems.

	RTO (Recovery Time Objective)
	Maximum acceptable time to restore a service.

	RPO (Recovery Point Objective)
	Maximum acceptable data loss measured in time.

	Critical Service
	Service that must be maintained/restored quickly to prevent serious harm.

	BC Incident
	Event causing major disruption (e.g., cyber incident, building loss, outage, severe weather).




[bookmark: _Toc217048520]Policy Statements
[Organisation Name] will:
1. Identify critical services and set RTO/RPO targets
2. Maintain documented plans, contact lists, and runbooks
3. Implement preventive controls (IT, physical security, supplier resilience)
4. Train staff and run periodic tests/exercises
5. Maintain suitable insurance and contractual protections
6. Ensure incidents are managed, documented, reviewed, and improved


[bookmark: _Toc217048521]Governance and Roles
[bookmark: _Toc217048522]Ownership and accountability
· Policy Owner:
· [Role/Name] (overall responsibility for policy maintenance and compliance)
· BC Lead:
· [Role/Name] (coordinates plan development, testing, and incident response)
· IT/Systems Lead:
· [Role/Name / Provider] (DR capability, backups, restoration, security response)
· Practice Area Leads:
· [Names] (define critical processes, client priorities, manual workarounds)
· Compliance/Privacy Lead (DPO or nominated person):
· [Role/Name] (data breach assessment, notifications)
· Facilities Lead:
· [Role/Name] (premises access, alternate workspace)
· Communications Lead:
· [Role/Name] (internal/external messaging, client updates)
· Finance Lead:
· [Role/Name] (payments, payroll, banking controls during disruption)
[bookmark: _Toc217048523]Business Continuity Team (BCT)
The BCT comprises the roles above and convenes:
· immediately upon declaration of a BC Incident
· during exercises/tests
· for post-incident review
[bookmark: _Toc217048524]Authority to declare a BC Incident
A BC Incident may be declared by:
· Managing Partner / Managing Director / Head of Operations (primary)
· BC Lead (delegated authority)
· IT/Systems Lead (for major cyber/IT outages, subject to immediate notification of Managing Partner)
[bookmark: _Toc217048525]Risk Assessment and Business Impact Analysis (BIA)
[bookmark: _Toc217048526]Risk assessment
At least annually, [Organisation Name] will assess risks including:
· cyber incidents (ransomware, email compromise, data breach)
· loss of premises (fire, flood, structural incident)
· utilities failure (power, internet, telephony)
· supplier failure (IT provider, cloud systems, document management, banking)
· staff unavailability (pandemic, transport disruption)
· severe weather and regional events
· critical vendor insolvency or service termination


[bookmark: _Toc217048527]Business Impact Analysis
The Firm will maintain a BIA identifying:
· critical services and dependencies
· minimum staffing requirements
· key applications and data sets
· RTO/RPO targets
· manual workarounds and fallback processes
· client-specific requirements (court deadlines, completion dates, undertakings, limitation periods)
[bookmark: _Toc217048528]Critical Services and Recovery Targets
A schedule of critical services must be maintained in Appendix A. Typical legal-firm critical services include:
· case/matter management access
· email and secure communications
· document management and precedents
· time recording, billing, and client account processes
· court/tribunal filing deadlines and diary management
· telephony and client contact channels
· access to safe storage for physical files where applicable
Minimum requirement: Each critical service must have:
· named owner
· dependencies
· workaround
· RTO and RPO
· restoration steps and contact points
[bookmark: _Toc217048529]Continuity Strategies
[bookmark: _Toc217048530]People and staffing
· Maintain up-to-date contact details and call tree (Appendix B — Emergency Contacts and Call Tree (Template))
· Define minimum staffing per critical service (Appendix A — Critical Services Register (Template))
· Identify deputies for key roles (“two-deep” coverage)
· Ensure remote-working capability where feasible (devices, MFA, VPN/secure access)
· Establish welfare support, safe working arrangements, and emergency pay/HR procedures
[bookmark: _Toc217048531]Premises and facilities
· Maintain emergency procedures for evacuation, first aid, and incident reporting.
· Identify alternate workspace options:
· work from home (primary where possible)
· serviced office arrangements / reciprocal arrangements [details]
· temporary use of other firm office [details]
· Maintain secure storage arrangements for any physical files and deeds (where applicable).
[bookmark: _Toc217048532]Technology and data
· Maintain documented DR procedures for key systems (Appendix C — IT Disaster Recovery Summary (Template))
· Enforce MFA on critical systems and administrative accounts
· Maintain endpoint protection, patching, and monitoring arrangements [summary]
· Maintain backups that are:
· encrypted
· regularly tested
· protected from ransomware where possible (e.g., immutable/offline)
· Maintain an inventory of systems and suppliers (Appendix D — Supplier and Outsourcing Register (Template))
[bookmark: _Toc217048533]Communications
· Maintain multiple communication channels:
· firm email
· alternative email or emergency messaging platform [e.g., Teams/Signal/phone tree]
· emergency website notice / voicemail message [if used]
· Pre-approved message templates (Appendix E — Communications Templates) for:
· clients
· courts/tribunals where appropriate
· counsel/experts
· suppliers
· internal updates
[bookmark: _Toc217048534]Third-party and supplier resilience
For critical suppliers, ensure:
· documented SLAs and escalation contacts
· clarity on data location/processing roles (controller/processor)
· breach notification obligations and timelines
· exit and portability arrangements
· periodic review of supplier resilience and contract renewals
[bookmark: _Toc217048535]Incident Response Integration
[bookmark: _Toc217048536]Relationship to cyber incident response
This Policy aligns with:
· Incident Response Plan (IRP)
· Disaster Recovery Plan (DRP)
· Data Breach Response Procedure
· Health & Safety emergency procedures
[bookmark: _Toc217048537]Initial triage (first 60 minutes)
Upon suspected BC Incident:
1. Ensure safety of people first
2. Preserve confidentiality and contain the issue (e.g., isolate systems if cyber)
3. Activate BCT and begin incident log
4. Identify affected services, likely duration, and immediate workarounds
5. Decide whether to declare a BC Incident and activate continuity measures
[bookmark: _Toc217048538]Evidence, privilege, and confidentiality
· Communications and documentation should be controlled
· For cyber incidents, consider instructing external legal counsel and forensic specialists early to manage legal risk and privilege considerations, where appropriate
· Staff must not speculate externally or post on social media about incidents
[bookmark: _Toc217048539]Client Service and Legal Priority Management
[bookmark: _Toc217048540]Priority matters
During disruption, [Organisation Name] will prioritise:
· court or statutory deadlines
· urgent injunctions/emergency relief
· completion dates (property, banking, corporate transactions)
· matters involving undertakings, escrow/client funds, or time-critical instructions
· client safety/child protection/urgent vulnerable client matters (where relevant)
[bookmark: _Toc217048541]Manual workarounds
Practice areas must maintain a “minimum viable service” procedure, including:
· how to access key client contact details securely
· how to progress urgent filings and communications
· how to record time and maintain file notes while systems are down
· how to store documents securely during outage
[bookmark: _Toc217048542]Financial Controls and Client Account Continuity
During disruption, [Organisation Name] will:
· maintain dual authorisation for payments and changes to bank details
· verify bank detail changes using a known-good method (not email-only)
· maintain contingency for payroll and essential supplier payments
· define minimum client account operations and reconciliations
· document any temporary workarounds and reconcile as soon as normal operations resume
Client funds and fraud prevention are treated as critical controls during BC Incidents.
[bookmark: _Toc217048543]Data Protection and Regulatory Considerations
Where disruption involves personal data or security compromise, [Organisation Name] will:
· assess whether a personal data breach has occurred
· record facts, effects, and remedial action
· determine notification obligations to the Data Protection Commission and/or affected individuals within required timeframes
· engage relevant stakeholders (DPO/privacy lead, external counsel, insurers)
[bookmark: _Toc217048544]Training, Awareness, and Testing
[bookmark: _Toc217048545]Training
· Induction training for all staff on continuity basics and incident reporting
· Annual refresher including phishing/social engineering awareness and remote-working security
[bookmark: _Toc217048546]Exercising and testing
The Firm will conduct at least annually:
· a tabletop exercise (e.g., ransomware scenario)
· an IT recovery test (restore a system or dataset from backup)
· a call tree test and contact list verification
Outcomes and actions are recorded and tracked to completion.
[bookmark: _Toc217048547]Documentation and Records
The BC Lead will maintain:
· the BCP and appendices
· exercise/test reports
· incident logs and post-incident reviews
· supplier lists and contracts for critical services
· RTO/RPO register
[bookmark: _Toc217048548]Review and Continuous Improvement
This Policy and the BCP will be reviewed:
· at least annually
· after any significant incident
· after material changes (new IT system, office move, merger, supplier change)



[bookmark: _Toc217048549]Appendices (Templates)
A. [bookmark: _Ref217048341][bookmark: _Toc217048550]Appendix A — Critical Services Register (Template)
For each service:
	Consideration
	Details

	Service Name
	[e.g., Email / CRM / DMS / Telephony]

	Owner
	[Name/Role]

	Dependencies
	[systems, people, suppliers]

	Minimum Service Level
	[what must work]

	Workaround
	[manual/fallback]

	RTO
	[e.g., 4 hours / 24 hours]

	RPO
	[e.g., 15 minutes / 4 hours / 24 hours]

	Restoration Steps
	[high-level steps]

	Key Contacts
	[internal + vendor escalation]

	Notes
	[client impact, special considerations]



B. [bookmark: _Ref217048326][bookmark: _Toc217048551]Appendix B — Emergency Contacts and Call Tree (Template)
	Contact
	Contact Details

	Managing Partner
	[Name, mobile, personal email]

	BC Lead
	

	IT Lead / Provider NOC
	

	Facilities
	

	Insurance broker / cyber insurer hotline
	

	External legal counsel (incident support)
	

	PR/Comms support (if retained)
	

	Key vendors (cloud, telephony, case management)
	



Include a call order and backup contacts.
C. [bookmark: _Ref217048302][bookmark: _Toc217048552]Appendix C — IT Disaster Recovery Summary (Template)
For each key system:
	System
	Details

	System name and purpose
	

	Hosting model (on-prem / cloud / SaaS)
	

	Backup method and frequency
	

	Restore method and estimated restore time
	

	MFA / admin access controls
	

	Vendor escalation path
	

	Last restore test date and result
	



D. [bookmark: _Ref217048272][bookmark: _Toc217048553]Appendix D — Supplier and Outsourcing Register (Template)
For each supplier:
	Contact
	Contact Details

	Supplier name
	[Name, mobile, email]

	Service provided
	

	Criticality rating (High/Med/Low)
	

	Contract owner
	

	SLA summary
	

	Data processing role (processor/sub-processor)
	

	Security clauses (MFA, encryption, breach notification)
	

	Exit/portability plan
	

	Renewal date and review date
	



E. [bookmark: _Ref217048255][bookmark: _Toc217048554]Appendix E — Communications Templates
i. [bookmark: _Toc217048555]Internal Message (staff)
“An incident is affecting [systems/location]. Please do not speculate externally. Follow instructions from the BCT. Use [alternate channel] for updates. Report any suspicious emails/calls immediately to [contact].”
ii. [bookmark: _Toc217048556]Client Holding Message
“We are currently experiencing disruption affecting [service]. We have activated our continuity arrangements and are prioritising urgent matters and deadlines. If your matter is time-sensitive, contact [contact]. We will provide updates as appropriate.”
iii. [bookmark: _Toc217048557]Bank Details / Payment Verification Message (Internal)
“No change to payee/bank details is permitted without verification via [known-good process] and dual approval.”


F. [bookmark: _Toc217048558]Appendix F — Incident Log (Template)
	Log Item
	Details

	Incident ID
	

	Date/time detected
	

	Detected by
	

	Systems/services affected
	

	Immediate actions taken
	

	Decision time for BC declaration
	

	Key decisions and rationale
	

	Client impacts
	

	Notifications made
	

	Recovery milestones
	

	Lessons learned and actions
	



G. [bookmark: _Toc217048559]Appendix G — Return to Normal Operations Checklist
· confirm systems restored and stable
· reconcile manual records (time, file notes, payments)
· confirm security controls (password resets, MFA, compromised accounts)
· confirm client account processes and reconciliations
· close out incident log and post-incident review
· [bookmark: _Toc269650976]update BCP and training based on findings

[bookmark: _Toc269650984][bookmark: _Toc217048560]Validity and Document Management
This document is valid as of <DATE>.
The owner of this document is [Job Title], who must check and, if necessary, update the document at least once every three months.
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