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Purpose, scope and users
The purpose of this policy is to establish clear procedures for identifying, responding to, containing, investigating, and reporting information security breaches within a legal practice. It reflects obligations under the EU General Data Protection Regulation (GDPR), the Data Protection Act 2018, and the professional duties of solicitors, including confidentiality and Legal Professional Privilege (LPP).
This policy applies to all partners, employees, trainees, contractors, consultants, and third parties who handle or access client information, case files, or any other data on behalf of the firm.
[bookmark: _Toc55555942][bookmark: _Toc269500074][bookmark: _Toc206516196]Reference documents
· The GDPR
· The Data Protection Act 2018

[bookmark: _Toc206516197]Definitions
· Breach: Any security incident leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, client data or firm information.
· Legal Professional Privilege (LPP): The right to keep certain client information confidential, including both legal advice privilege and litigation privilege.
· Incident Response Team (IRT): A designated group responsible for managing breach response.
· High-Risk Data: Includes sensitive personal data such as client litigation matters, medical, financial, or children’s data.

[bookmark: _Toc206516198]Roles and Responsibilities
Incident Response Team (IRT):
· Lead breach response, containment, and investigation.
· Assess privilege implications and reporting obligations.
· Coordinate notifications to the Data Protection Commission (DPC), Law Society, insurers, and clients (where applicable).

Data Protection Officer / Compliance Lead:
· Ensure GDPR and Data Protection Act compliance.
· Advise on restrictions under section 162 DPA 2018 regarding LPP.
· Document decisions, including rationale for non-notification.

IT Department / External IT Support:
· Identify and contain technical breaches.
· Preserve forensic evidence.
· Support recovery and strengthen safeguards.

Partners / Senior Management:
· Ensure overall oversight and approval of major decisions.
· Report to insurers and, where necessary, the Law Society.

All Staff:
· Immediately report any suspected breach.
· Cooperate with investigation and mitigation efforts.

[bookmark: _Toc206516199]Breach Response Procedure
Step 1 – Identification & Reporting
· Any suspected breach must be reported immediately to the IRT.
· Record initial details: date/time, source, systems affected, whether client files or privileged data are involved.

Step 2 – Containment
· Isolate affected systems or files.
· Disable compromised accounts or devices.
· Preserve privileged or confidential materials.

Step 3 – Assessment & Privilege Screening
· Determine scope and severity of breach.
· Identify whether client data, especially privileged data, was affected.
· Assess potential harm, including risks to clients, legal proceedings, or confidentiality.
· Consult with legal counsel on privilege before any disclosure.

Step 4 – Notification Obligations
· Data Protection Commission: Notify within 72 hours if breach is likely to result in risk to individuals’ rights and freedoms.
· Clients / Data Subjects: Notify “without undue delay” where high risk is identified, unless an exemption (e.g., privilege under section 162 DPA 2018) applies.
· Law Society of Ireland: Notify where professional conduct obligations require it.
· Professional Indemnity Insurers: Notify in line with policy terms.
· Other regulators / authorities: Notify if required (e.g., Central Bank for financial services).

Step 5 – Eradication & Recovery
· Remove malicious code or close vulnerabilities.
· Restore systems from backups.
· Verify data integrity and security of restored systems.

Step 6 – Documentation & Record-Keeping
· Document all breaches, even those not requiring notification, including:
· Facts and timeline
· Effects and risks identified
· Decisions on notification and privilege
· Remedial actions taken
· Retain breach records securely for audit, insurance, and compliance purposes.

Step 7 – Post-Incident Review
· Conduct a lessons-learned review.
· Update security measures, staff training, and this policy where necessary.
· Report findings to senior management/partners and, if appropriate, the Law Society.

[bookmark: _Toc206516200]Training & Awareness
· All staff will receive annual training on breach response, confidentiality, privilege, and GDPR compliance.
· Tabletop breach simulations will be conducted annually, focusing on real-world legal scenarios (lost client files, misdirected privileged emails, ransomware).

[bookmark: _Toc206516201]Enforcement
Failure to comply with this policy may result in disciplinary action, including possible dismissal, and may be reportable to the Law Society of Ireland.
[bookmark: _Toc269500081][bookmark: _Toc206516202]Validity and document management
This document is valid as of <DATE>.
The owner of this document is the [Job Title] who must check and, if necessary, update the document at least once a year, or following a significant incident or change in law/regulation, to ensure ongoing compliance with GDPR, the Data Protection Act 2018, and professional obligations of solicitors.
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