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[bookmark: _Toc270328201]

[bookmark: _Toc211855476]Purpose, scope and users	Comment by Paul Delahunty: The content in each of the sections is intended as examples of likely content. Each organisation should tailor to their own needs.
The purpose of this document is to establish the principles, roles, and procedures governing access to information systems, networks, and data within [Organisation Name].
This policy ensures that access to client information and firm systems is controlled and managed in compliance with the General Data Protection Regulation (GDPR), the Law Society of Ireland’s Cybersecurity Guidance, ISO/IEC 27001:2022, NIST SP 800-53, and CIS Critical Security Controls best practices.
This document is applied to all all employees, contractors, vendors, and third parties with access to organisational systems and data, and to all enterprise assets and services, including cloud platforms, SaaS systems, on-premises infrastructure, and development environments.
Users of this document are all employees of [Organisation Name].
[bookmark: _Toc54971638][bookmark: _Toc54971729][bookmark: _Toc270328202][bookmark: _Toc211855477]Reference documents
· Information Security Policy
· Data Protection Policy
· Password Policy
· Remote Working Policy
· Mobile Device and BYOD Policy
· Incident Response Plan
· ISO/IEC 27001:2022 (Controls A.5.15, A.5.18, A.5.19, A.5.20, A.8.3)
· NIST SP 800-53 Rev.5 (Controls AC-1 to AC-6, IA-2)
· CIS Controls v8 (Control 6: Access Control Management)
· Law Society of Ireland – Cybersecurity Guidance for Solicitors
· Data Protection Commission (DPC) – Guidance on Security of Personal Data
[bookmark: _Toc54971640][bookmark: _Toc54971731][bookmark: _Toc211855478]Access Control Policy
[bookmark: _Toc211855479]Objectives
[bookmark: _Toc54971643][bookmark: _Toc54971734]The objective of this policy is to:
1. Ensure authorised, controlled, and auditable access to firm information systems
2. Protect confidentiality, integrity, and availability of client and firm data
3. Comply with legal, regulatory, and ethical obligations
4. Reduce risk from unauthorised access, data breaches, or insider threats
[bookmark: _Toc211855480]Principles of Access Control
Least Privilege: Access rights will be granted to users only to the minimum level necessary.
Need-to-Know: Access to client information is restricted to individuals directly involved in the matter.
Segregation of Duties: Duties and privileges shall be separated where feasible.
Accountability: Each user has a unique user ID; shared accounts are prohibited.
Multi-Factor Authentication (MFA): Required for all remote, privileged, and cloud-based access.
[bookmark: _Toc211855481]Roles and Responsibilities
	Role
	Responsibility

	Managing Partner
	Approves policy and ensures compliance.

	Information Security Officer (ISO)
	Implements, monitors, and reviews access controls; maintains logs and audit trails.

	Practice Group Leaders / Department Heads
	Approve access requests and ensure timely revocation upon departure.

	IT Administrator
	Manages user accounts, applies controls, and conducts reviews.

	All Users
	Maintain credential confidentiality and report security concerns immediately.



[bookmark: _Toc211855482]User Access Management
[bookmark: _Toc211855483]User Registration
All accounts must be requested, approved, and recorded in the Access Register. Disable access immediately upon termination. Review quarterly.
[bookmark: _Toc211855484]Access Provisioning
Authorised by manager; access levels defined in Access Control Matrix. Temporary access is time-limited.
[bookmark: _Toc211855485]Password Management
Must meet Password Policy; not shared or stored in plaintext; use approved password manager.
[bookmark: _Toc211855486]Privileged Access
Restricted to authorised IT personnel. MFA mandatory; privileged sessions logged and reviewed.
[bookmark: _Toc211855487]Authentication and Remote Access
All remote access must use MFA. Access from personal or unmanaged devices is prohibited unless authorised. Idle sessions lock automatically after [e.g., 10 minutes].
[bookmark: _Toc211855488]Access Review and Audit
[Job Title] performs quarterly reviews. Logs are retained for at least 12 months. Exceptions must be documented and approved.
[bookmark: _Toc211855489]

Third-Party and Cloud Access
Access granted to external vendors or cloud providers must be governed by written contracts consistent with this policy and GDPR Article 28. Access will be time-bound, monitored, and reviewed regularly.
[bookmark: _Toc211855490]Mobile Devices and Biometrics
Access via mobile devices must comply with the Mobile Device Policy and use MFA. Biometric authentication may be used for device-level access only; data must be stored locally, never transmitted. Employees are informed of rights under GDPR and the Data Protection Policy.
[bookmark: _Toc270328229][bookmark: _Toc211855491]Monitoring & Compliance
Non-compliance may result in disciplinary action, up to and including termination. Suspected breaches must be reported immediately to the [Job Title].
[bookmark: _Toc211855492]Validity and document management
This document is valid as of 01/05/2023
The owner of this document is the [Job Title], who must check and, if necessary, update the document at least quarterly.
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