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[bookmark: _Toc270328201]

[bookmark: _Toc195281626]Purpose, scope and users	Comment by Paul Delahunty: The content in each of the sections is intended as examples of likely content. Each organisation should tailor to their own needs.
The purpose of this document is to define clear rules for the management and classification of data in [Organisation Name]. 
This document is applied to the entire scope of the Information Security Management System (ISMS), i.e. to all information systems and other information assets used within the ISMS scope.
Users of this document are all employees of [Organisation Name].
[bookmark: _Toc54971638][bookmark: _Toc54971729][bookmark: _Toc270328202][bookmark: _Toc195281627]Reference documents
· Information Security Policy
· Acceptable Use Policy
· Incident Management Procedure
· Inventory of Assets

[bookmark: _Toc54971640][bookmark: _Toc54971731][bookmark: _Toc195281628]Introduction
[bookmark: _Toc195281629]Types of Data
There are many types of data that can be housed and managed by an organisation, including, but not limited to, the following:
· Financial Data, such as payroll, tax, banking, credit card data, etc.
· Personally Identifiable Information (PII) and Human Resource data to include Social Security Numbers (SSNs), health information, home addresses, birth dates, etc.
· Trade secrets, research, patented technologies, other forms of intellectual property, etc. 
· Data used to support customer facing applications 
· Personal data  
· Metadata (e.g., file size, file type, data of data, source)
· [bookmark: _Toc54971643][bookmark: _Toc54971734][bookmark: _Toc270328205]Information pertaining to the management of information systems (e.g., network diagrams)

[bookmark: _Toc195281630]Data Management Policy
[bookmark: _Toc117434239][bookmark: _Toc195281631]Responsibility 
· The IT business unit is responsible for managing the enterprise’s data as this information is housed on workstations and servers primarily maintained by IT. Information owners are responsible for coordinating data maintenance activities with IT.
· Users have the responsibility to protect data associated with their role from unauthorized access and disclosure. IT is responsible for informing all users of their responsibilities associated with protecting data entrusted to them.
[bookmark: _Toc117434240][bookmark: _Hlk117433327][bookmark: _Toc195281632]Exceptions 
[bookmark: _Hlk117433318]Exceptions to this policy are likely to occur. Requests for exception must be made in writing and must contain:
· The reason for the request,
· Risk to the enterprise of not following the written policy, 
· Specific mitigations that will not be implemented, 
· Technical and other difficulties, and 
· Date of review.
[bookmark: _Toc117434241][bookmark: _Toc195281633]Policy 
[bookmark: _Toc195281634]Data Acquisition 
There are no IG1 safeguards that support this portion of the data management process.
[bookmark: _Toc195281635]Data Inventory
1) IT must conduct an inventory of data on an annual basis. 
a) All sensitive data must be marked accordingly in the data inventory. 
b) A data owner must be associated with all data tracked within the inventory. 
c) Data with specific data retention needs must be labeled accordingly. 
2) All data owners are required to contact IT upon the creation of, or obtaining, sensitive data to ensure the data is tracked within the data inventory. 
[bookmark: _Toc195281636]Data Classification
1. IT must establish and enforce labels for sensitive data.
2. IT must review data classification labels and their usage on an annual basis.
[bookmark: _Toc195281637]Data Protection
1. IT must configure access control lists on enterprise assets in accordance with user’s need to know. This is to include laptops, smartphones, tablets, centralized file systems, remote file systems, databases, and all applications. 
2. Sensitive data must be encrypted on all user devices.
[bookmark: _Toc101789343][bookmark: _Toc195281638]Data Handling
1. IT must develop and maintain a written data retention plan. 
a) All data and documents must be preserved for the appropriate amount of time as dictated by regulatory, legal, and business requirements.
[bookmark: _Toc195281639]Data Disposal
1. IT, or other authorized parties, must destroy data that have outlasted their specified retention timeframes.
2. All users are required to contact IT before disposing of sensitive data. 
3. Non-sensitive data may be disposed of without speaking to IT via common destruction methods (e.g., trash, commonplace deletion from a computer system). 
4. Sensitive data destruction must be performed in a manner that preserves confidentiality. 
a) Reports, correspondence, and other printed media:
i) Shredding – Documents must be shredded using IT approved cross-cut shredders,
ii) Shredding Bins – Disposal must be performed using locked bins located on-site using an IT approved shredding service, or
iii) Incineration – Materials are physically destroyed using an IT approved incineration service.
b) Portable Media (e.g., Solid State Drives (SSDs), digital video discs (DVDs), universal serial bus (USB) data storage devices):
i) Physical Destruction – Complete destruction of media by means of shredding, crushing, or disassembling the asset and ensuring no data can be recovered.
c) Hard Disc Drives (HDDs) and other magnetic media to include printer and copier hard-drives:
i) Overwriting – Using a program to write binary data sector by sector onto the media, or 
ii) Physical Destruction – Crushing, disassembling, or degaussing the asset to ensure no data can be extracted or recreated.
d) Tape Cartridges
i) Degaussing – Using strong magnets or electric degaussing equipment to magnetically scramble the data on a hard drive into an unrecoverable state, or
ii) Physical Destruction – Complete destruction of the tapes. 
e) Third-party service provider systems (e.g., cloud services) must be disposed of by first requesting the appropriate methods to permanently delete data stored in their systems, and then performing those actions according to the received instructions. 
5. All destruction of data must be logged in the data inventory, when applicable. 
6. IT must obtain proof of destruction if using a third-party disposal contractor.

[bookmark: _Toc54971653][bookmark: _Toc54971744][bookmark: _Toc54971674][bookmark: _Toc54971765][bookmark: _Toc54971675][bookmark: _Toc54971766][bookmark: _Toc54971676][bookmark: _Toc54971767][bookmark: _Toc54971677][bookmark: _Toc54971768][bookmark: _Toc54971678][bookmark: _Toc54971769][bookmark: _Toc54971679][bookmark: _Toc54971770][bookmark: _Toc270328229][bookmark: _Toc195281640]Data Classification Policy
[bookmark: _Toc195281641]Steps and responsibilities 
Steps and responsibilities for information management are the following:  
	Step name 
	Responsibility 

	1. Classification of information 
	Asset owner 

	2. Information labeling 
	Asset owner 

	3. Information handling  
	Persons with access rights in accordance with this Policy  



If classified information is received from outside the organisation, [Job Title] is responsible for its classification in accordance with the rules prescribed in this Policy, and this person becomes the owner of such an information asset. 
[bookmark: _Toc195281642]Classification of information 
[bookmark: _Toc195281643]Classification criteria 
The level of confidentiality is determined based on the following criteria:  
· value of information
· sensitivity and criticality of information 
· legal and contractual obligations
[bookmark: _Toc195281644]Confidentiality levels 
All information must be classified into confidentiality levels.  
	Confidentiality level 
	Labeling  
	Classification criteria 
	Access restriction 

	Public / Unrestricted 
	(unlabeled) 
	Making the information public cannot harm the organisation in any way 
	Information is available to the public 

	Internal use 
	INTERNAL  
	Unauthorised access to information may cause minor damage and/or inconvenience to the organisation  
	Information is available to all employees and selected third parties 

	Confidential / Restricted 
	CONFIDENTIAL or RESTRICTED 
	Unauthorised access to information may cause catastrophic (irreparable) damage to business and/or to the organisation's reputation  
	Information is available only to individuals  in the organisation 


All Public or Unrestricted information that is posted on the organisations website, brochures or available in the public domain needs to be authorised by the [Job Title]. 
[bookmark: _Toc195281645]Reclassification 
Asset owners must review the confidentiality level of their information assets every two years and assess whether the confidentiality level can be changed.  
[bookmark: _Toc195281646]Information Labeling 
Confidentiality levels are labeled in the following way:  
· paper documents – only CONFIDENTIAL/RESTRICTED documents need the confidentiality level indicated in the top right corner of each document page 
· electronic documents – only CONFIDENTIAL/RESTRICTED documents need the confidentiality level indicated in the top right corner of each document page 
· electronic mail – only CONFIDENTIAL/RESTRICTED emails need to have the confidentiality level indicated in the first line of the e-mail body 
· electronic storage media (disks, memory cards, etc.) – any confidential data on these media is to be encrypted 
· information transmitted orally – the confidentiality level of confidential information to be transmitted in face-to-face communication, by telephone or some other means of communication, must be communicated prior to the information itself  
[bookmark: _Toc195281647]Confidential Documents 
Examples of confidential documents are: 
· Payslips and Payroll information 
· HR and Employment Contracts 
· Invoices 
· Legal documents 
[bookmark: _Toc195281648]Handling Classified Information  
All persons accessing classified information must follow the rules listed in the following table. Disciplinary action will be initiated in the event of a rules breach or if the information is communicated to unauthorised persons. Each incident related to handling classified information must be reported in accordance with the Incident Management Procedure. 
Information assets may be taken off-premises only after obtaining authorisation in accordance with the Acceptable Use Policy. 
The method for secure erasure and destruction of media is prescribed in the Operating Procedures for Information and Communication Technology document. 
	 
	Internal  
	Confidential/Restricted* 

	Paper documents 
	· only authorised persons may have access
· if sent outside the organisation, the document the envelope needs to be sealed
· documents may only be kept in rooms without public access
· documents must be frequently removed from printers or fax machines
· Any document that is no longer required is to be shredded
	· the document must be stored in a locked cabinet
· documents stored on a PC or laptop need to be locked while unattended using a password protected screensaver
· the document may be transferred within and outside the organisation only by a trustworthy person in a closed, sealed and registered envelope
· faxing the document is not allowed
· the document may be printed or photocopied only if the authorised person is standing next to the printer
· Any document that is no longer required is to be shredded

	Electronic documents 
	· only authorised persons may have access
· when files need to be exchanged via messaging services, they must be password protected
· access to the information system where the document is stored must be protected by a strong password
· the screen on which the document is displayed must be automatically locked after one minute of inactivity
	· the document may be stored in encrypted form
· the document may be stored only on Stryve Secure servers
· the document must not be exchanged via messaging services
· the screen on which the document is displayed must be automatically locked after one minute of inactivity

	Information systems 
	· the information system may only be installed on servers controlled by the organisation 
· only authorised persons may have access 
· access to the information system must be protected by a strong password  
· the screen must be automatically locked after one minute of inactivity 
· the information system may only be located in rooms with controlled physical access 
	· the information system may only be installed on servers controlled by the organisation 
· the screen must be automatically locked after one minute of inactivity 
· the information system may only be located in rooms with controlled physical access and identity control of people accessing the room 
· data must be erased only with an algorithm which ensures secure deletion 

	Electronic mail 
	· only authorised persons may have access 
· the sender must carefully check the recipient 
· all rules stated under "Information systems" apply  
	· e-mails must be encrypted 

	Electronic storage media  
	· only authorised persons may have access 
· media or files must be password protected  
· if sent outside the organisation, the media must be sent as registered mail or via courier 
· the media may only be kept in rooms with controlled physical access  
	· media must be stored in locked cabinet 
· media may be transferred within and outside the organisation only by using a courier service 
· only the media owner may destroy the media 

	Information transmitted orally  
	· only authorised persons may have access to information 
· unauthorised persons must not be present in the room when the information is communicated 
	· only authorised persons may have access to information 
· unauthorised persons must not be present when the information is communicated 
· no transcript of the conversation may be kept 



*Controls are implemented cumulatively, meaning that controls for any confidentiality level imply the implementation of controls defined for lower confidentiality levels – if stricter controls are prescribed for a higher confidentiality level, then only such controls are implemented.  
[bookmark: _Toc195281649]Non-Disclosure Agreements - NDA 
The requirement for an NDA with a Supplier or Partner will be decided by the [Job Title]. A Customer may request an NDA which will managed by the [Job Title]. 
All Supplier, Partner and Customer NDAs are stored securely online. 
[bookmark: _Toc195281650]Validity and document management
This document is valid as of 01/05/2023
The owner of this document is the [Job Title], who must check and, if necessary, update the document at least once a year.

[bookmark: _Toc117434236]

[bookmark: _Toc195281651]Appendix
1. [bookmark: _Toc195281652]Data Management Lifecycle
Identifying and tracking data is an important process in the Data Lifecycle. In order to protect data, an organisation must first know what data is housed within the organisation. In addition, many other safeguards and controls are dependent on the data inventory, such as account management, access control, and more. Shown below in Figure 1 are the high-level “steps” of the Data Management Lifecycle, followed by a detailed description of what each step entails.
[image: Diagram

Description automatically generated]
[bookmark: _Ref194334027]Figure 1: Data Management Lifecycle
Data Acquisition – The process of gathering data which can then be displayed, stored, and analysed.
Data Inventory – A record of all data relevant to an organisation for analysis, decision-making, or other justifiable need.
Data Classification – Organising data by categories that can be used to dictate protection and security efforts by priority.
Data Protection – The process of safeguarding data from corruption, compromise, or loss.
[bookmark: _Hlk99457838]Data Handling – The process of ensuring that data is stored in a safe and secure manner during usage and afterward.
Data Disposal – The process of removing organisation data from organisation assets, to include hard paper copies.
[bookmark: _Toc195281653]Data Lifecycle
[bookmark: _Toc195281654]Data Acquisition 
Data acquisition is the process of creating, collecting, and organising information. The data may be created or collected using a variety of methods. Data acquired should be of value to the organisation. When acquiring data, an organisation must consider storage solutions and security requirements that are commensurate with the type of data collected. Organisations must consider access of the data to include who, how, and when data can be accessed.
[bookmark: _Toc195281655]Data Inventory  
Knowledge of an organisation’s assets, to include data, is critical to cybersecurity. The first step in this process is to understand the types of data an organisation owns and where this data is located. A data inventory helps to solve this problem. Similar to an organisation asset or software inventory, the data inventory focuses on assessing the types of data an organisation generates. The individual ultimately responsible for safeguarding, maintaining, and shepherding the data, is commonly referred to as the “data owner”. Many types of information systems, such as laptops, firewalls, or sensors, will create data in the form of logs. Many organisations center their entire business model around the collection, analysis, manipulation, and selling of data. All types of data an organisation leverages should be included in the data inventory. 
Components of a data inventory may include:
· Identifier – This can be a filename or other unique identifier
· Data type – Financial, PII, or other type of data
· Data owner – The individual or business unit entrusted with the data
· Data classification/label – Organisations should, at a minimum capture data sensitivity using sensitive or non-sensitive categories
· Data location – Where the data is stored
· Data format – Type of file, which may be database or long-term storage device/service
· Data retention – Required time frame for retention of data for legal, regulatory, or business requirements
[bookmark: _Toc195281656]Data Classification
Organisations should determine what data is considered sensitive based on legal, regulatory, or business requirements as well as potential risk posed should data be compromised or lost. At a minimum, the organisation should use one of two categories to describe the data: sensitive and non-sensitive. If possible, organisations should further describe data using industry specific categories such as PII, financial, customer, etc. Organisations should also consider categories such as confidential, public, commercial, proprietary/internal, and others as applicable and appropriate.
[bookmark: _Toc195281657]Data Protection  
Data protection is comprised of data security and data privacy. It is important to ensure data is secured via appropriate measures such as access control, encryption, threat monitoring, etc. These measures should be dictated by the sensitivity of the data and data privacy requirements such as legal, regulatory, and business requirements.
[bookmark: _Toc195281658]Data Handling  
Data handling entails properly securing the data throughout the whole lifecycle including the processing, storage, and transmission of the data, in accordance with data sensitivity. Lacking specific guidance to dictate the length of retention of data from production system, organisation data can become cumbersome to manage, which may lead to accidental data loss or mismanagement. This is in part due to data nowadays being stored essentially everywhere, within the organisation, outside the organisation, and with third-party service providers. Additionally, removal of sensitive data no longer being used lessens the impact of a data breach since less information will be available to be stolen on organisation assets. 
[bookmark: _Toc195281659]Data Disposal 
The act of removing data from organisation systems helps to alleviate data storage and maintenance resources (e.g., cloud or physical storage, staff time to appropriately maintain data) and help reduce the impact of a data breach. The variety of data storage mediums used by a company will require different methods of destruction. For instance, the methods used to destroy paper records will be different than those used to destroy solid state drives (SSDs). The method of destruction should be commensurate with the level of sensitivity of the document and data itself. All users need to be properly informed of the organisation’s data disposal procedures. This must be accomplished by maintaining documentation, making said documentation available to users, and ensuring users know where to find the documentation. The organisation should also consider training users on data disposal procedures during user awareness training. Whenever possible, the organisation should ensure that contracts with third party services providers include clauses to destroy all company data at the request of the organisation.
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